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 The

follow
ing

statem
ent

explains
the

operating
procedures

established
by

S
print

C
orporation (f/k/a Sprint 

N
extel C

orporation)
and

its
affiliates

(collectively,
"Sprint"

or"C
om

pany")
to

ensure
that

itis
in com

pliance
w

ith
the

FederalC
om

m
unications C

om
m

ission's ("FC
C

"
or''C

om
m

ission")
C

ustom
er P

roprietary
N

etw
ork

Inform
ation

("C
PN

I")
rules. 1

Specifically,
"S

print"
refers

to
allSprint

C
orporation's

operating
entities

and
divisions,

including
those

referred
to

as
Sprint,S

print N
extel, N

extel, B
oost

M
obile,

Virgin
M

obile
U

S
A,

L.P.and C
LEAR

 W
ireless LLC

(C
learw

ire). 2
H

ow
ever, please note that Sprint decom

m
issioned the N

extel 
netw

ork and brand as of June 30, 2013.  A
lso, Sprint acquired C

learw
ire C

orporation on July 9, 2013, and, 
although the C

LE
AR

brand w
as decom

m
issioned soon thereafter and is no longer being offered to the public, 

Sprint continues to m
aintain the rem

aining custom
ers of legacy C

learw
ire services, including w

ireless 
broadband Internet access and VO

IP
. 3

Sprint's
O

ffice
ofPrivacy,along

w
ith

severalbusiness units,
m

onitors
the

C
om

pany's
system

s and
processes

related
to

its
enterprise-w

ide
C

PN
Icom

pliance
program

s. As
such,

Sprint w
ill continue

to
update

and
deploy

C
PN

Itraining;review
and

adjust,w
here

necessary,
its

custom
er authentication, inform

ation
security,and

notification
procedures;

and
strengthen

the
C

om
pany's adm

inistrative,
physicaland

technical
safeguards. For

exam
ple, Sprintis in the process of integrating C

learw
ire

into
S

print's
system

s
and

databases.
U

nless
otherw

ise
noted

below
,

the
follow

ing statem
ent

includes
C

learw
ire's

policies
and

practices
since

Sprint's
acquisition

of C
learw

ire.

S
afeguards

Sprint
takes

reasonable
m

easures
to

discover
and

protect
against

attem
pts

to
gain

unauthorized access
to

C
PN

I. As
such,S

print
em

ploys
adm

inistrative,physicaland
technicalsafeguards

that are
designed

to
protect C

P
N

I from
unauthorized

access,
use

and
disclosure.

Sprint
lim

its
C

PN
Iaccess

to
em

ployees,
independent

contractors
and

joint
venture

partners consistent 
w

ith
their

job
functions. Ifaccess

is
required,

they
m

ustfirstobtain
approval

through established 
adm

inistrative
processes. 

O
nce

approvalis
granted,

user
ID

s
and

passw
ords are

issued. 
Access

credentials
are

governed
by

S
print's

corporate
security

policies,
w

hich
are consistent w

ith
industry

standard
requirem

ents
for

passw
ord

m
anagem

ent
for

inform
ation technology

netw
orks,

applications
and

databases.

Before
disclosing

C
P

N
Ito

independent contractors
or

joint
venture

partners,
Sprint

enters
into agreem

ents 
w

ith
strictprivacy

and
confidentiality

provisions
thatrequire

third
parties

to
m

aintain confidentiality,protect
the

inform
ation,

and
com

ply
w

ith
the

law
. Sprint's

O
ffice

of P
rivacy continually

review
s

Sprint's
standard

privacy-related
contract

term
s

and
conditions

to
ensure thatthose

provisions
adequately

safeguard
all

custom
er

inform
ation. In

negotiating
and

renew
ing

its
contracts,

Sprintrequires
independent contractors

and
jointventure

partners
w

ith w
hich

itshares
C

PN
Ito

safeguard
this

inform
ation

in
a

m
anner

that
is

consistent
w

ith
the

FC
C

's rules. 
Specifically,

these
contract

term
s

require
third

parties
w

ith
access

to
C

P
N

I
to

have appropriate C
P

N
Iprotections

in
place

to
ensure

the
ongoing

confidentiality
ofsuch

inform
ation. 

These
provisions

require
securing

allC
PN

I,lim
iting

access
to

persons
w

ho
have

a
need-to-know

such
inform

ation
in

connection
w

ith
the

perform
ance

ofthe
contract,ensuring allpersons

w
ith

access
are

bound
by

specified
c onfidentiality

obligations,restricting
the

use
of C

PN
I solely

to
the

perform
ance

ofthe
contract,

1
This statem

ent does not cover C
P

N
I derived from

 S
print’s Telecom

m
unications R

elay S
ervices

(“TR
S”).  S

print w
ill file separate 

certifications for TR
S and  iTR

S C
P

N
I in accordance w

ith 47
C.F.R

.§
64.5109(e).

2
BoostM

obile,LLC
("Boost"), Virgin

M
obile

U
SA,L.P.("Virgin

M
obile") and C

LEAR
 W

ireless, LLC
(“C

learw
ire”) are

subsidiaries
ofSprint

C
orporation.

3
In M

ay 2013, S
print also acquired the spectrum

 and custom
ers from

 U
.S. C

ellular in certain M
idw

est m
arkets.  The U

.S. C
ellular netw

ork 
w

as shut dow
n in those m

arkets on O
ctober 31, 2013, and all affected U

.S. C
ellular custom

ers have since been m
igrated onto the S

print
netw

ork or ported out to another carrier.
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and
securely

returning
or

destroying
C

PN
Iw

hen itis
no

longer
necessary

to
perform

the
functions

for
w

hich
it

w
as

provided.

Perm
itted

U
ses

ofC
P

N
Iw

ithout
C

ustom
er

A
pproval

Sprintm
ay

use
C

PN
Iin

certain
circum

stances thatdo
not

require
custom

er
approval,

in accordance w
ith

Section
222

ofthe
C

om
m

unications
Act,

as
am

ended,
and

the
C

om
m

ission's rules. 
Such

uses
m

ay
include,

butare
notlim

ited
to,providing

or
m

arketing
services

w
ithin

the custom
er's

totalservice
package,

provisioning
custom

er
prem

ises
equipm

ent
(C

P
E),

and
protecting

S
print's

rights
and

property,as
w

ellas
protecting

users
ofits

services
from

 fraudulent,
abusive,orunlaw

fuluse
of,or

subscription
to,such

services.

R
eview

and
R

ecordkeeping
for

C
PN

IM
arketing

U
se

and
S

haring

Sprint
uses

a
m

arketing
cam

paign
m

anagem
entsystem

for
review

,
approvaland

record-keeping
for

outbound
m

arketing
cam

paigns
thatinvolve

the
access,use

or
disclosure ofC

P
N

I. Sprint's
supervisory

review
process

helps
to

ensure
that

S
print

does
notuse

the
C

PN
Iin

a
w

ay that
violates

the
C

P
N

Irules.

R
ecords ofallthe

foregoing
m

arketing
cam

paign
activities

are
m

aintained
through

the
use

of m
arketing

resource
and

project
m

anagem
enttools. A

description
ofthe

cam
paign

and
details on

w
hat

products
and

services
are

offered
in

the
cam

paign
are

m
aintained

in
Sprint's

m
arketing resource m

anagem
ent

tool. 
Any

m
arketing

cam
paign

thatuses
C

PN
Iis

identified
as

such
in

the m
arketing

cam
paign

m
anagem

entsystem
.

C
PN

IN
otice

and
C

onsent
P

rocess

Sprint
uses

C
PN

Ito
provide

custom
ers

w
ith

the
services

to
w

hich
they

subscribe
and

for m
arketing

purposes
w

ithin
the

totalservice
relationship. Effective

M
ay

2007,
Sprint

does
not access,

use
or

disclose
C

PN
Ifor

m
arketing

services
to

w
hich

the
custom

er
does

not
already subscribe

(i.e.,cross-m
arketing). 

As
such,S

printdoes
notsend

outC
PN

I opt-out
notices. If, in the

future,
S

printuses
C

PN
Ifor

cross-m
arketing

purposes,
S

print
w

illfirst
send

opt-out
notices orobtain

the
appropriate

opt-in
consent

as
required

by
the

C
P

N
Irules. S

print
also

no
longer accesses,uses

ordiscloses
C

PN
Iform

arketing
ofnon-com

m
unications

related
products

or services and
thus

does
not

obtain
opt-in

consent
forthose

purposes.

W
hen

Sprint
provides

notice
or

obtains
consent

for
access,use

ordisclosure of
C

PN
I, these records

are
m

aintained
through

a
variety

ofsystem
s

and
processes.

This
allow

s
em

ployees
w

ith a
need-to-know

to
determ

ine
the

status
of

a
custom

er’s C
PN

Iapprovalprior
to

any
access,

use ordisclosure ofC
PN

Ithatw
ould

require
custom

er
consent

pursuant
to

the
FC

C
's

rules.

Training
and

D
isciplinary

P
rocess

C
onsistent

w
ith

Sprint's
com

m
itm

ent
to

preserving
custom

er
privacy,the

C
om

pany is
continuing w

ith
a

variety
oftraining

program
s

for
its

em
ployees

and
contractors. 

The
training

explains
how

 S
print

em
ployees

and
contractors

m
ust

access,
use,store,

disclose
and

secure
C

PN
Ito

ensure com
pliance

w
ith

the
FC

C
's

rules
and

C
om

pany
policies. In

2013,the
em

ployee
com

pletion
rate for

this
training

w
as

100%
.

Sprint
also

m
aintains

a
disciplinary

process as
partofC

om
pany procedures

that
addresses C

P
N

I
com

pliance. 
S

printsecurity
personnelinvestigate

instances
of

potentialim
proper

access or
disclosure of

C
PN

Iby
em

ployees.  
Ifthe

investigation
indicates

a
violation

has
occurred, disciplinary

action
is

taken,up
to

and
including

term
ination.
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A
uthentication

Through
S

print's
billing

platform
,

Sprint
w

ireless
custom

ers
establish

a
Personal Identification

N
um

ber
(PIN

)
thatis

required
for

account
access

to
sensitive

custom
er

inform
ation. 

In
the

eventa
custom

er
cannot

recall
his/her

P
IN

,the
billing

platform
allow

s
custom

ers
to

pre-select
a

security
question

and
to

provide
an

answ
er

to
thatquestion. 

C
ustom

ers
w

ho
do

nothave
a

P
IN

 are
authenticated

using
a

passw
ord

from
a

previous
billing

system
,

ifone
existed,orby

several other
m

eans,
such

as
through

secure
third-party

verification
services orby

visiting
a

retail location
and

providing
a

valid
governm

ent issued
photo

id
.

W
here

appropriate,
and

as
perm

itted by
the

C
om

m
ission's

rules,Sprint
m

ay
w

ork
directly

w
ith

a
business

custom
er

through
a

dedicated
representative to

establish
an

authentication
regim

e
that

w
orks

bestforthat custom
er. 

C
ustom

ers
are

notauthenticated
using

readily
available

biographicalinform
ation

or accountinform
ation

w
hen

attem
pting

to
access

calldetailrecords
over

the
telephone

or w
hen establishing

orchanging
their

P
IN

.

Sprintw
ireless

custom
ers

w
ho

w
ish

to
obtain

their
calldetail inform

ation
have

severaloptions.
Ifcontacting

Sprintby
telephone,

Sprint
w

ill send
calldetailrecords

only
afterthe

custom
er

has
been

authenticated
using

his/herPIN
 or answ

er to a pre-selected security question.C
ustom

ers
w

ith
a

valid,
governm

entissued
photo id

also m
ay visita

S
printretailstore

to
establish

orchange
his/her

account
PIN

or
to

access
call detail records.

For
w

ireless
custom

ers
w

ho
w

ish
to

access
their

account
online,

S
print

requires
allcustom

ers to
establish

and
use

an online
usernam

e
and

passw
ord. 

Prior
to

establishing
an

online
usernam

e
and passw

ord,
Sprint

authenticates
these

custom
ers by verifying their pre-established P

IN
 or security question.  If such credentials 

are not know
n, a C

ustom
er m

ay elect to create a lim
ited access level profile by retrieving an S

M
S w

ith a
tem

porary
verification

code
to his/her

w
ireless

device and entering that code to create a lim
ited access online 

account.
Ifthe

custom
er

cannot
recallhis/her

online
usernam

e
or passw

ord,Sprintm
akes

several
backup

m
ethods

available
so

that
those

custom
ers

can
be

authenticated
before

they
retrieve

their
inform

ation.

For
w

ireline
custom

ers,
Sprint

h
a

s
com

pliant
processes

to
handle

custom
ers

w
ho

contact Sprintvia
telephone. 

Ifa
w

ireline
custom

er
requests

access
to

his/her
calldetailrecords,

S
print w

illonly
send

those
records

to
the

address
confirm

ed
w

ith
the

custom
er

via
a

follow
-up outbound

callto
the

custom
er's

telephone
num

ber
ofrecord,

as
defined

by
the

C
P

N
Irules. 

C
learw

ire VO
IP custom

ers w
ho w

ish to obtain their call detail records can obtain such inform
ation online

or via 
telephone. 4

To obtain call detail records online, the custom
er is

authenticated using a pre-established 
usernam

e and passw
ord.

Ifthe
custom

er
cannot

recallthe
online

usernam
e

or passw
ord,he/she m

ay 
answ

er a pre-established security question.  To access call detail records
by phone, the caller is authenticated 

by being required to provide the answ
er to a pre-established security question.  In the event a custom

er is 
unable to provide the correct answ

er,C
learw

ire
w

ill either send the call detail records
to the custom

er’s postal or 
electronic address of record

orcall the custom
er at his or her phone num

ber of record.  

N
otifications

Sprintprovides
notice

to
its

custom
ers

w
hen

a
triggering event

occurs. Such
events

include
the creation

of,
or

change
to,an

account
PIN

,passw
ord,

security
question

oransw
er,

online
account

or
address

of
record. 

These
notifications

are
provided

to
custom

ers
through

a
variety ofm

eans,
including

m
essages to

the
custom

er's
telephone

num
ber

ofrecord,postal m
ail or electronic

m
ailto

the
custom

er's
address

ofrecord,
and

SM
S

m
essages. 

The
notification includes

inform
ation

to
alertthe

custom
er

ofthe
underlying

event,but
does

notdisclose
any

of the
new

orchanged
inform

ation,
in

accordance
w

ith
the

FC
C

's
rules.  C

learw
ire’s 

account change notification procedures did
not include changes that w

ere not m
ade online, therefore, Sprint has

4
A

t this tim
e, C

learw
ire continues to use a legacy C

learw
ire authentication system

 and database, separate from
 S

print’s.
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since
developed

and im
plem

ented a
process

to ensure that C
learw

ire’s custom
er notifications

are m
ade w

hen 
any triggering event occurs, in accordance w

ith the C
om

m
ission’s rules.

In
the

event
that

a
breach

ofcustom
er

inform
ation

includes
C

P
N

l,
Sprintprovides

notice
to

law
 

enforcem
ent.  In

accordance
w

ith
the

C
om

m
ission’s rules,

Sprintprovides
notice

to
im

pacted custom
ers

after
com

pleting
the

process
ofnotifying

law
enforcem

ent. 
Such

notification
provides custom

ers
w

ith
enough

inform
ation

to
understand

the
nature

ofthe
breach,the

scope
of im

pacted
inform

ation
and

recom
m

endations on
how

the
custom

er
should

respond.
If the im

pacted
custom

er
alerts

S
print

ofa
potentialbreach,

S
printinvestigates

the
custom

er's allegations
and

com
m

unicates as
necessary

w
ith

the
custom

er
and/or

law
enforcem

ent.S
print is currently in the process of incorporating C

learw
ire into this 

C
P

N
I breach notification process. S

print has conducted
training of relevant C

learw
ire personnel on this 

process and expects to have C
learw

ire fully integrated by the end of the firstquarter of 2014.

D
ata B

rokers
In

2013,S
print did not detect pretexting activities by data brokers.  T

herefore, Sprintdid
not

institute
any proceedings or

file
any

petitions
against

any
data

broker
in

any
state

com
m

ission, the
courtsystem

or 
the

FC
C

. Sprintcontinues
to

deploy
safeguards

to
protect

against,
detect, and

m
itigate

pretexting
activities. 

C
P

N
I

C
om

plaint
R

eporting

S
print's

C
PN

I com
pliance

program
includes

processes
that

enable
Sprint

to
com

ply
w

ith
C

P
N

I 
docum

entation
and

reporting
obligations,

including
m

aintaining a
record

ofnotifications to,and responses
from

,law
enforcem

ent
and

custom
ers,

and
the

relevant
dates

and
descriptions

of the com
plaints.These

records
are

m
aintained

for
a

m
inim

um
oftw

o
years.

The
follow

ing
data

is
com

prised
ofallcom

plaints
related

to
unauthorized

access
received

by Sprintin
2013. 

Som
e

ofthese
com

plaints
w

ere
subm

itted
to

Sprintdirectly
by

the
com

plainants them
selves,

and
som

e
have

been
called

to
Sprint's

attention
by

governm
ent

agencies
or the Better

B
usiness

B
ureau.

The
com

plaints
are

broken
dow

n
by

category,
as

follow
s:

N
um

ber
ofcom

plaints
ofalleged

unauthorized
access

to
C

PN
Iby

a
third

party: 1858
(substantiated:

2
7

1
)

N
um

ber
ofcom

plaints
ofalleged

unauthorized access
to

C
P

N
Iby

a
Sprintem

ployee
or contractor: 111

(substantiated:
9

8
) 

 N
um

ber
ofcom

plaints
ofalleged

unauthorized
online

access
to

C
PN

I: 597
(substantiated:

2
6

4
)

Sprint
investigates

allofthese
com

plaints. 
These

investigations
show

thatin
m

any of the cases
there

is
no

evidence
thata

C
P

N
Iviolation

occurred. As
for

the
rem

aining cases, ifSprint
confirm

s
a

violation,
or

determ
ines

that
there

is
evidence

ofa
violation,

Sprint
classifies the

com
plaint

as
one

im
plicating

C
P

N
I. 

C
onclusion

Sprint,through
its

O
ffice

ofPrivacy
as

w
ellas

other
business

units, m
onitors

the
C

om
pany's policies

and
procedures

to
ensure

continued
com

pliance
w

ith
the

FC
C

's
C

PN
I regulations.


